Notes

= |n this short guide, we will show you how to change the authentication method for your RUB LoginID from 2-factor
authentication to 1-factor authentication.

= The do this, your RUB LoginID must already be protected by 2-factor authentication. If this is not the case, please use the
short guide " Setting up one-factor or two-factor authentication for eCampus and the RUB Identity Management Portal".

Step 1
Open the website of the Identity Management Portal of the RUB.

Step 2
Log in with your RUB LoginID and the corresponding password.

Step 3
You are now logged in to the RUB Identity Management Portal. Click on "2-Faktor-
Authentifizierung (2-factor Authentication)".

i p Passwortverwaltung a 2-Faktor-Authentifizierung i
i Mailbox verwalten Account-Informationen i
i Personliche IP-Adresse (PIP) T Nutzung Homepageserver i

Step 4
You are now on the page with the heading “2-Faktor-Authentifizierung verwalten (Manage 2-Factor Authentication)”.

2-Faktor-Authentifizierung verwalten

Ihre RUB-LoginiD MMM ist derzeitig mit der 2-Faktor-Authenti g (A per RUB-LoginID, Passwort und zusitzlichen
Sicherheitscode) geschitzt.

Unter ,Einstellungen” konnen Sie die 2-Faktor- ifizierung wieder deaktivi Nach der D ivil g ist Ihre RUB-LoginlD wieder per
1-Faktor-Authentifizierung (Anmeldung per RUB-LoginlD und Passwort) geschutzt. Der Sicherheitscode aus dem Smartphone wird dann nicht mehr
benatigt.

Ihr Gerit bleibt weiter verbunden und steht fiir eine erneute Aktivierung zur Verfiigung.

Hinweise Einstellungen Gerateinformationen
Authentifizierungs-App Ihre Einstellung wirkt ?ch auf das Login- Garbt verta : Mobilgerst -.-II-
Verhalten folgender Dienste aus:

Den Sicherheitscode erhalten Sie Gber eine
Authentifizierungs-App auf Ihrem
Smartphone. Wit empfehlen die App

= |dentity-Management-Portal
= eCampu.



https://www.rub.de/login

On this page you can change your settings for the authentication methods.
At the top you can see that your RUB LoginID is currently protected by 2-
factor authentication. The right column "Gerateinformationen (Device
information)" shows you that you have already connected a registered
smartphone (picture on the right).

Gerateinformationen

malBhoon
Gerét verbunden: Mobilgerit Iln

In the middle column "Einstellungen (Settings)" you can now Anmeldung mit Smartphone
deactivate 2-factor authentication for the services "ldentity
Management Portal" and "eCampus-WebClient" (picture on the
right).

(2-Faktor-Authentifizierung)

Please note the following information before clicking "Ubernehmen (Apply)" and being automatically logged out:
A) Keep smartphone registration in the background:

If you only want to deactivate the 2-factor authentication temporarily (example: you are going on vacation), please do

not delete your registered smartphone (right column "Gerateinformationen (Device information)").

If you reactivate 2-factor authentication at a later point in time, you can continue to use your smartphone that was
registered at the time without having to register again. However, it is required that you have not deleted the "ForgeRock
Authenticator" app on your smartphone in the meantime.

B) Remove smartphone registration:

If you also want to remove your registered smartphone, click on the wastebin icon next to your mobile device (right
column "Gerateinformationen (Device information)”.

Then click on "Ubernehmen (Apply)". You will be logged out automatically.

At the finish:

Your new settings will now be transferred to all systems. This can take up to 15 minutes. Only then you can log in to
eCampus WebClient and the RUB Identity Management Portal with 1-factor authentication

Please note:

From now on, all future authentication settings can only be made in the RUB Identity Management Portal under
the topic "2-Faktor-Authentifizierung (2-factor authentication)".

Any questions?
For questions please contact our helpdesk: its-helpdesk@ruhr-uni-bochum.de.
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